12. 131

12.131 CONFIDENTIAL INFORMANT MANAGEMENT AND
CONTROL

Ref er ences:

Procedure 12.620 - Crimnal Pursuit Fund
Procedure 12. 700 - Securing and Service of Search
VWarrants

Procedure 12.815 - Court Appearance

Ohi 0 Revi sed Code 2933.32 - Body cavity and strip
sear ches; conducti ng
unaut hori zed search
failure to prepare
proper report

St andards Manual 17.4.2, 42.2.1, 42.2.9, 51.1.1,

82.2.5, 82.3.5

Definitions:

- Sources of Information (SO) - Persons or
organi zati ons not under the direction of a
specific police officer. A source of
information furnishes information w thout
conpensation and will not take an active part in
an investigation. Wien sources of information
seek conpensation or becone an active part of an
i nvestigation, their status changes to
confidential informant. SO's do not require
registration

- Confidential Informants (Cl) - Persons under the
direction of a specific police officer giving
information or other |awful assistance on
crimnal activity. Confidential informants take
active parts in investigations and/or receive
conpensation. Register all Cs.

- Confidential Defendant Informants (CDlI) -
Confidential informants who are current
def endants in pending court cases and expect
conpensation in the formof judicial or
prosecutorial considerations. Register al
CDl s.

- Inactive Confidential Informants - Confi denti al

informants not debriefed within a year, or
decl ared inactive by the control officer.
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- Debriefing - Initial and continued questioning of
confidential informants. Intelligence gathering
on backgrounds, notives, limtations, and ot her
informati on they have on all types of crimnal
activity.

- Conpensation - Mney or judicial/prosecutorial
consi der ati ons.

- Informant Control O ficer (1CO - Oficer
controlling the confidential informant.

- Informant Secondary O ficer (1SO - Serves as
contact for the confidential informant when the
control officer is unavailable and acts as a
witness for the control officer.

Pur pose:

Control confidential informant behavior by providing
standard confidential informant managenent
procedures and control fornms for use by al

di vi si on personnel .

Appoi nt a secure confidential informant master file
| ocation where officers will check confidenti al

i nformant applicant's history before starting
covert activities.

Establish a system where supervisors ensure officers
foll ow confidential informant control procedures,
reduci ng the use of undesirable informnts.

Assure accountability of funds provided to
confidential informants, using standardi zed
recei pts approved by supervisors.

Pol i cy:

The I nvestigations Bureau Conmander can waive
portions of this procedure in cases of extrene
sensitivity where absolute confidentiality is
necessary. Submt specific case information to the
| nvesti gati ons Bureau Commander on a Form 17. Hand
deliver the Form 17 through the appropriate chain
of conmand.
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Di vi si on personnel assigned to the Regi onal
Narcotics Unit (RENU), Federal Bureau of

| nvestigation (FBI) Task Force, and the Violent
Crimes Task Force (VCTF) are exenpt fromthis
procedure. Personnel assigned to RENU w || follow
the Ham | ton County Sheriff's procedure. Personnel
assigned to the FBI Task Force and the VCTF wil |
foll ow the FBI procedure.

Cls are assets of the division, not specific
officers. Wen ICOs retire, transfer, get
pronoted, or engage in m smanagenent, the division
can reassign a Cl to another |CO

Rel ati onships with CIls will remain strictly
professional in nature. Social and business
contacts are prohibited.

Never use contraband as conpensati on

I nterdepartnmental mail will not be utilized for the
delivery of C docunents. All docunents regarding
the use of Cls will be hand carri ed.

Pr ocedur e:

A. A person nust neet three criteria to establish
themas a Cl:

1. The person is in a unique position to help
the division in a present or future
i nvestigation.

2. The person will not conpron se division
interests or activities.

3. The person will accept the direction
necessary to effectively use their services.

B. Precautions Wien Dealing with Cs:

1. Never provide Cls with know edge of police
facilities, operations, activities, or
personnel .

2. Two police officers nust be capabl e of
contacting a CI. Two officers will be
present at all contacts with Cl's unless
ot herwi se approved by a supervisor.

a. Wien dealing with Cls of the opposite
sex or honosexual Cls, two officers wll
al ways be present.
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b. Two officers wll always be present when
payi ng Cl s.

| medi atel y docunent initial debriefing
contacts wwth Cls on the CI Registration and
Reliability Report (Form 277).

Docunment all significant contacts with C's
on the Controlling District/Section/Unit
Debriefing Report (Form 277A). Exanpl es of
significant contact are:

a. Receiving information about crimnals or
crimnal activity including information
from phone conversati ons.

b. Any conpensation made to Cls.

c. Any contact that results in an arrest or
t he execution of a search warrant.

d. The ClI becones involved in crimnal
activity.

Before starting informant activities, Cl's

w Il read, understand, and sign the
Cooperating I ndividual Agreenent (Form 278),
t he Cooperating Individual Release of al

Cl aims (Form 280) and t he Conceal ed
Transmtter and Recordi ng Consent (Form
281).

| COs cannot guarantee judicial or
prosecutorial consideration wthout approval
fromthe court.

Avoid revealing a Cl's identity during
court. Thoroughly discuss the Cl's
confidentiality with prosecutors before
court proceedi ngs.

a. Consider alternatives to revealing a
Cl's identity.

b. In situations where the disclosure of a
Cl's identity mght adversely affect the
out cone of a nore significant
i nvestigation, officers may request
di sm ssal of the imedi ate case.
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1) Wen requesting a dismssal, or
intervening in the disposition of
any case, follow Procedure 12. 815,
Court Appearance.

a) Hand deliver requests through
t he appropriate chain of
command.

C. Restricted Use Cs:
1. Restricted use Cls are:
a. Persons under 18 years ol d.

1) GCet permssion froma parent or
| egal guardi an before using
juveni |l es as confidenti al
i nf or mant s.

a) Cet the signature of the
parent/| egal guardian on a Form
280.

b) Use juvenile Cls only to make
control | ed purchases of drugs,
al cohol, or in other crimnal
i nvestigations when
ci rcunst ances are extraordi nary
and conventional investigative
t echni ques do not produce
results.

b. Persons having a history of drug or
al cohol dependency.
2. Cet permssion froman i medi ate supervi sor
before using restricted use Cs.
D. Undesirable Cs:
1. Undesirable Cls are those who:

a. Commt an act which could endanger the
life or safety of a police officer.

b. Reveal the identity of a police officer
to suspects, or in any other way
conprom se an official investigation.

c. Try to use the division to further
crimnal goals.
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d. Provide false or msleading information
to police officers.

e. Engage in conduct that brings discredit
or enbarrassnent upon the division.

2. The use of an undesirable CI requires the
perm ssion of an inmedi ate supervi sor.

a. AForm1l1l7 will be initiated by the
Intelligence Section informng the | CGCs
supervisor the Cl is undesirable. The
supervisor will return the Form 17 to
the Intelligence Section indicating his
approval / di sapproval of the Cl’'s use
before the Cl is used.

E. Informant Control Oficer (ICO
Responsi bilities:

1. Use division approved fornms for managenent
and control of Cs.

2. Contact the Intelligence Section (Mnday-
Fri day 0800-1600) to determne if using a Cl
will conflict wwth use by other division
personnel .

a. An imedi ate supervisor will contact the
Pol i ce Communi cations Section and
request recall of Intelligence Section
per sonnel when needing information on
critical cases.

3. Wen possible, contact former control
officers for nmore information.

4. Check and report on the reliability of C's
wi th i nmedi ate supervisors.

5. Using persons on probation or parole as Cs.

a. Persons under the authority of the
Federal Court System
(parol e/ probation/awaiting trial) wll
not be used by division personnel as
Cls.

1) Control of federal defendants is by
t he sponsoring federal agency that
brought the charges before the
federal court.
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Use state court probationers/parol ees by
conplying with the foll ow ng guidelines:

1) Contact the person's
probati on/ parol e officer.

a) Advise of the person's intention
to be a Cl.

b) Request approval and
cooper ati on.

c) Ootain the person's conditions
of probation/ parole.

2) Informthe C

a) Al conditions of
probati on/ parol e nust be obeyed.

b) That his probation/parole
of ficer was inforned of intent
to be used as a (.

6. Conduct debri efings.

a.

Docunent significant debriefings in
detail on a Form 277A. Subm t
debriefings to the i medi ate supervi sor.

Debrief Cls every tine a significant
contact occurs during current
i nvesti gations.

For general intelligence gathering
purposes, ICOs will contact and debri ef
Cls that have not been heard from at

| east quarterly. Submt conpleted Forns
277A to i medi ate supervi sors.

Cls not debriefed within a year becone
i nactive and require new registration
bef ore use.

1) Imrediately send a closing Form 277A
to the Intelligence Section
i ndi cating inactive or undesirable
stat us.
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e. Use the original C nunber issued by the
Intelligence Section when activating
former Cls. Activating an inactive or
undesirable CI requires the sane
procedure as the initial registration.

F. I mredi ate Supervi sor Responsibilities:

1
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Securely hand deliver the proper
docunentation to the Intelligence Section.

a. Inquire into the financial aspects of
crimnals, including:

1) Real estate, autonobiles, bank
accounts, and busi nesses owned by
suspect s.

Send information on crine in other
jurisdictions to the appropriate | aw
enf orcenent agency.

Ensure |1 COs regi ster and manage peopl e who
nmeet the criteria as C's.

Ensure |1 COs receive and docunent approval
for using persons with backgrounds that
require their classification as restricted
use Cls.

a. Ensure ICOs exercise strict control
measures on Cls who have a history of
drug or al cohol dependency.

b. Prohibit 1COs fromusing Cls for random
i nvestigations of drug treatnent
prograns for the sole purpose of
determning the identity of persons

enrol | ed.

c. ldentify people who | COs cannot control
effectively and prohibit or restrict
t heir use.

Ensure paynents to Cls are not excessive and
i ncl ude an approved and w t nessed
Confidential Informant Receipt (Form 279).

Review Cl records with unit commanders

Strictly adhere to all provisions of this
pr ocedure.
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G Unit Commander Responsibilities:

1. Unit commanders will review all Cl records
with the | CO supervisor to ensure proper
usage.

2. Submt to Intelligence Section by June 1st
and Decenber 1st a list of active Cls by C
nunber .

3. Review and audit paynents to C s.

H Intelligence Section Responsibilities:
1. The Intelligence Section will maintain a

2/ 98, Repl aces 9/ 95

master Cl file containing all original C
forms used by the division. The
Intelligence Section will:

a. | ssue Cl identification nunbers after
recei ving the conpl eted and approved
confidential informant forns.

b. Conpare CI signatures on the
Confidential Informant Receipt Part |
(Form 279A) with the CI signature on the
original Cl registration forms. Notify
the unit conmander when di screpancies
are not ed.

c. Notify ICOs when obvious conflicts of
i nterest occur.

d. Notify an I COs supervisor, by Form 17,
when a Cl is undesirable.

e. Direct appropriate inquiries by field
officers to current or previous |COs.

f. Tell 1COs when other officers nake
i nqui res about their currently
controlled Cl.

g. Deactivate Cl records not used or
updated wthin a year

1) Ensure control units deactivate Cl's
not used within a year.
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Confidential I|Informant Forns, Documents, and
Phot ogr aphs:

1. Confidential Informant Registration and
Reliability Report (Form 277).

a.

ICOs wll conplete a wanted and hi story
check on all Cls via RCIC and NCI C.

1) Take appropriate enforcenent action
on wanted Cl's, and notify the
i mredi at e supervi sor

Confirmnew adult CI applicants have
fingerprints on file at the
Warrant/ldentification Unit for
conparison to ensure positive

i dentification.

In the space provided on the Form 277,
take fingerprints of the Cls left four
fingers. Have the Warrant/Identification
Unit conpare themw th the fingerprints
on file for positive identification and
have the deputy sign the confirm ng
space on the Form 277

1) Juveniles are not fingerprinted for
use as Cls. If the juvenile has
been arrested for a crine, ORC
2151. 313 must be fol | oned.

Make a conplete set of fingerprints from
adult C applicants not having prints on
file.

1) 1CCs can roll C applicant
fingerprints in the field.

a) Roll fingerprints on a Bureau of
Crimnal Identification (BCl)
Cvilian Identification ten
print card and an FD- 249 ten
print fingerprint card.

b) Submt Cl applicant fingerprint
cards to the Crimnalistics
Squad for processing.
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| COs who cannot roll |egible
fingerprints will respond to the
Crimnalistics Squad with CI applicants
for fingerprinting.

1) The Crimnalistics Squad operates
0800- 1600 and 2000- 0400 hours, seven
days a week.

a) Contact the Crimnal
| nvestigati on Section Conmander
for fingerprinting Cls in cases
of extrene sensitivity.

2) \Wen requested, Crimnalistics Squad
personnel will take fingerprints of
Cl applicants and send themto the
proper agencies for identification.

a) On the BCO and FD 249
fingerprint cards, in the space
requiring a charge, the
Crimnalistics Squad will insert
the term"Crimnal Inquiry.”

Use Cls on a provisional basis while
awai ting confirmati on of identification
fromthe Crimnalistics Squad.

1) The Crimnalistics Squad wil |
contact 1COs for transporting
returned, conpleted fingerprint
cards for placenent into the C
master file at the Intelligence
Secti on.

On the Form 277, in the Cl reliability
section on the back of the form i nclude
the reason for the person becomng a C
with the initial debriefing.

2. Controlling District/Section/Unit Debriefing
Report (Form 277A).

a.

Record entries on the Form 277A after
every significant contact with a C

1) Sign and date each entry.

2) Make changes to the Cl’'s personal
profile when needed.
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3) Conpl ete whenever Cls are paid.

4) Deliver updated Forns 277A to the
Intelligence Section.

3. Cooperating Individual Agreenent (Form 278)
and Cooperating Individual Release of All
Cl ai ns (Form 280).

a. |1COs wll ensure Cl's understand and sign
the Form 278 and Form 280.

b. 1SCs or imedi ate supervisors wll
W tness the signing of the Form 278 and
For m 280.

4. Confidential Informant Receipts Parts | and I
(Form 279A and 279B).

a. Conformw th Procedure 12.620, Crim nal
Pursuit Fund, when disbursing funds to
Cl s.

b. Wen providing funds to Cls, the I1CO
w Il conplete a Confidential Informnt
Recei pt (Form 279A and B).

1) Include the CI nunber on both
portions of the receipt.

2) A brief statement on the Form 279A
will include what service the Cl
gave.

3) The G wll sign the Form 279A using
his real nane.

4) I mmedi ate supervisors wll review
and approve all paynents to Cls.

5) Keep conpleted Form 279B recei pts
and a copy of the Form 277A at the
control wunit.

6) Attach the Form 279A to the original
Form 277A and forward to the
Intelligence Section.

5. Conceal ed Transm tter and Recordi ng Consent
(Form 281).
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a. Conplete a Form 281 before using
transmtter/recordi ng devices on any
person other than a police officer.

6. Phot ographi ng C s.

a. Take two photographs of all adult Cs.
Take new phot ographs when their
appear ance changes significantly.

1) Deliver one to the Intelligence
Section with the initial Form 277.

2) Keep the other photograph at the
control unit. Only the code nanme or
nunber should identify the
phot ogr aph.

b. Juveniles are not photographed by police
for use as Cls. A picture furnished by
a parent or guardian would be permtted.
|f the juvenile has been arrested for a
crime, ORC 2151. 313 nust be foll owed.

J. Delivery of Confidential I|nformant Forns,
Docunent s, and Phot ogr aphs:

1. After supervisory review and approval,
i mredi ately hand deliver all conpleted C
forms, docunents, and photographs to the
Intelligence Section.

a. After receiving the conpleted and
approved forns/docunents, the
Intelligence Section will issue Cl
nunbers to control units. Once issued,
this nunber will remain with the C
t hroughout their use and will never be
i ssued agai n.

1) Record the C nunber on all future
forms, docunents, or pictures
instead of the Cl's actual nane.

2) Record the CI nunber on the Crimna
Pursuit Fund Expense Report (Form
680) instead of the Cl's actual
nane.
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K. Control Unit Records on Confidential |nfornants:

1

Control units will maintain the foll ow ng
a. C code books with:

1) The CI code nunber issued by the
Intelligence Section.

2) The nane of 1CO and | SO
3) The date of establishnent.

4) The nicknane or code nanme of the C
used by the controlling unit.

b. Updated copies of Fornms 277A using only
the CI code nunber and code nane as
identity.

c. Conpleted Forns 279B.
d. A current photograph of adult Cs.

After inactivation of a Cl, control units
will forward all records to the Intelligence
Section where the master file is kept. A
new sign up is required before use of an

i nactive Cl

L. Controlled Purchases Using Confidenti al
| nf or mant s:

1

Get perm ssion froman i medi ate supervi sor
bef ore maki ng controll ed purchases.

When possible, use Cls to introduce police
of ficers to make purchases.

Use a conceal ed body transmtting device
and/ or recordi ng devices on Cls whenever
possi bl e.

a. Never destroy recordings before the
concl usi on of court proceedings,
i ncl udi ng appeal s.

Search all Cls before and after conducting a
controll ed purchase of drugs.

a. The Strip Search Law (ORC 2933. 32) does
not apply to the voluntary search of
Cls.
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b. Tell an imediate supervisor whenever a
strip search of a Cl occurs.

c. Mle officers mﬁl! search male C s,
femal e officers will search female C s.

5. Currency used in controlled purchases.

a. Make an enl arged photocopy and record
serial nunbers.

b. Two officers will w tness buy noney
given to Cls.

6. Wien possible, use two or nore officers for
surveillance of Cls during controlled
pur chases.

7. File appropriate crimnal charges on Cl's
fleeing or trying to flee with funds or
proceeds of controlled purchases.

a. Notify the Investigations Bureau
Commander on a Form 17 when Cls flee
wi th funds or proceeds. Hand deliver
the Form 17 through the appropriate
chain of command.

1) Include the report inthe Cls file
after the Investigations Bureau
Commander reviews the incident and
recommends acti on.

M Search Warrants Based on Confidential |nformant
Supplied I nformation:

1. Confirminformation supplied by Cls used in
the drafting of search warrants.

a. Oficers acting as affiants nust see the
exact location, for exanple, house,
apartnment, floor and door, where correct
entry will be nade for the service of
all search warrants.

b. Supervisors will confirmofficers have
per sonal know edge before approving
pl ans for the service of search
warrants.

c. Affiants and their supervisors nust

direct and control others that help with
the service of search warrants.
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When necessary, affiant officers
w Il show exact entry locations to
other units that help with initial
entries, e.g., SWAT teans, unifornmed
uni ts, other agencies.

For nore information, review

Procedure 12.700, Securing and
Service of Search Warrants.
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